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CHAPTER

Product Overview

1

The DSView® 3 management software version 3.5 is a secure, web browser-based, centralized
enterprise management solution that allows users to remotely access, manage, monitor and control
target devices through Avocent managed appliances. A session may be launched to a target device
with a single point of access.

Features and Benefits

Network rebooting and troubleshooting

The DSView 3 software uses industry standard IP connections so that you can easily troubleshoot a
server, or even reboot it, from the Network Operations Center (NOC), from your desk or from any
location in the world. With the DSView 3 software, you can access all of your data center devices
from a single screen - making complex network access and control remarkably easy. Using out-of-
band management, the software can be used to reach and restart servers or other devices that are not
functioning or responding to in-band commands, regardless of the state of the equipment’s
operating system.

Web-based access and control

The DSView 3 management software provides secure “point-and-click” browser-based access to
control virtually any data center device using managed appliances from DSView 3 software clients
located anywhere in the world.

The DSView 3 software supports the following browsers:
«  Microsoft® Internet Explorer version 6.0 SP1 and later
* Mozilla version 1.7.3 and later

»  Firefox® version 1.0 and later; version 1.5 or later is required for Macintosh®
operating systems

+  Netscape® version 7.2 and later
It is recommended that the browser be kept up to date with the latest version.

NOTE: The Macintosh Safari browser is not supported by DSView 3 software. On supported Macintosh system
clients, you must use Firefox version 1.5 or later.
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Secure authentication and communication

Secure Socket Layer (SSL) encryption may be used to encrypt data traveling within the DSView 3
software system. Users may be authenticated through internal or external services such as LDAP,
Active Directory, NT Domain, TACACS+, RADIUS and RSA SecurlD.

Unit and user management

The DSView 3 management software provides centralized network access, control and security for
managed appliances. A DSView 3 software administrator may add, remove, delete and change
settings for managed appliances and target devices, including assigning permissions and per-device
contact information, which are stored on the DSView 3 server. A DSView 3 software administrator
may also assign unique permissions which allow individual users or a group of users access to units
or groups of units.

Proxy server access

The proxy server feature allows keyboard, video and mouse (KVVM) and serial sessions to be
proxied through the DSView 3 server. When a session is initiated with a target device, the viewer
communicates using the Avocent Proxy Protocol (APP) and the DSView 3 server makes a direct
connection to the appliance.

Virtual media

On supported KVM switches, a virtual media capable 1Q module and the virtual media feature
allow the client workstation user to load files onto USB2-compatible target devices when the usual
network resources are unavailable.

Mapping physical drives or image files on the client system as virtual drives on the target device
can accommodate critical tasks required on the target device, such as operating system installation
or recovery, BIOS updating and configuration backups.

System Components

The DSView 3 software system contains the following components.
DSView 3 management software

The DSView 3 software resides on the DSView 3 server (host or hub computer) and provides a web
gateway and services for managing units (appliances and target devices) using a web browser. The
gateway allows for IP-based video, serial management, Telnet Viewer, third party Telnet viewer,
web browser and other supported session types.

Users may connect to the DSView 3 server from DSView 3 software clients and use the DSView 3
Explorer windows to communicate with the system.
DSView 3 server

The DSView 3 server contains the DSView 3 management software. The server provides a
centralized database for storing configuration, user, unit and system information. It also provides
services for authentication, access control, logging events, monitoring and license management.
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You may configure one or more spoke (backup) servers in addition to the hub server.

The hub server is responsible for maintaining the master copy of the database in a DSView 3
software system. Only one server in a DSView 3 software system may be configured as the
hub server.

Spoke servers perform database replication with the hub server. The hub server acts as the
coordinator for database replication between itself and all of the other spoke servers in a DSView 3
software system. A hub server and a spoke server both offer the same DSView 3 software
functionality to a user. The distinction of hub or spoke refers only to the database replication role
that the server plays and not with the functionality that the server provides. Adding one or more
spoke servers to a DSView 3 software system provides redundancy and the ability to distribute
DSView 3 software functionality across multiple sites.

After the hub server and optional spoke server(s) are configured, you may create and configure the
type of access levels for users within your network environment. You may also set up event logs to
record full details of user access and other events.

DSView 3 software client

A DSView 3 software client is a computer with a web browser that can access the DSView 3
management software installed on the DSView 3 server.

Third party products

Third party products are not a part of the DSView 3 software, but are supported for use with it.

External authentication servers - An external authentication server enables the DSView 3 server to
broker authentication requests from users requesting access to the DSView 3 software system.

SNMP managers - The SNMP (Simple Network Management Protocol) manager monitors the
managed appliances and receives SNMP traps from the DSView 3 software on the server. An
example of an SNMP manager is the HP OpenView product.

Third party Telnet viewers - A third party Telnet viewer may be used for serial sessions instead of
the DSView 3 software Telnet Viewer.

Third party session software - Third party software such as RDP or VNC, when properly installed
and configured on the target device, may be enabled for use within the DSView 3 software for
initiating sessions with the target device.

NOTE: RDP is only available on supported Windows system clients.

Partner products
Environmental monitoring with Uptime Devices

DSView 3 management software can help you access Uptime Devices SensorHub environmental
monitoring equipment so you can quickly detect environmental conditions (equipment to track
temperature, humidity, airflow, water, voltage and contact closures) that could adversely affect
operation of servers and other network devices. Visit www.uptimedevices.com for

ordering information.
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Proactive Network Security with NetClarity Auditor Enterprise

Integrate NetClarity Auditor Enterprise with DSView 3 software and manage one or more Auditor
appliances to alert, block and correct critical IT security and compliance problems in your data
center and throughout your entire enterprise network. Visit www.netclarity.net for

ordering information.

Avocent DSView 3 Connector for HP® Software

The DSView 3 Connector for HP Software extends the capabilities of HP Software Network Node
Manager (NNM) and Operations for Windows (OVOW). Seamless access and control allows
critical management functions for dispersed IT environments. Out of band connectivity offers
solutions for lights out data centers and ensures quick and efficient troubleshooting and repair from
the HP console.

Supported Units

For management functions, the DSView 3 software client uses HTTPS (Hypertext Transfer
Protocol with SSL encryption) to send a request to the DSView 3 server, which then sends a
command to the managed appliance. The appliance then performs the requested function.

The DSView 3 software supports the managed appliances listed in this section. Other appliances
may be supported by plug-ins; see the Avocent web site, www.avocent.com, for a list of plug-ins
that may currently ship with the DSView 3 software and/or that can be added to the DSView 3
software. See Plug-ins on page 319 for information about adding and managing plug-ins in the
DSView 3 software system.

Cyclades® ACS advanced console server

ACS advanced console servers allow users to access serially attached devices over a standard TCP/
IP connection using the Avocent Telnet Viewer, a third party Telnet viewer or a Secure Shell (SSH)
client. These serial sessions can be shared among multiple users across multiple DSView 3 servers.
For more information, see the ACS console server plug-in documentation.

DSView 3 Mobile software

DSView 3 Mobile software plug-in extends DSView 3 data center solutions to enable management
of Windows servers from a handheld device. Licenses may be required; see your Avocent
representative or www.avocent.com for more information.

LANDesk® Server Manager

The DSView 3 management software plug-in for LANDesk Server Manager allows you to access
the LANDesk Server Manager and its target devices from within the DSView 3 software. This
integrated system provides complete life cycle and systems management for multiplatform server
infrastructures. Use the browser-based software to manage server performance and availability, and
launch sessions to target devices from a single point of access.
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LANDesk Server Manager supports rack-mounted and blade servers with low-impact services that
let users choose the level of management coverage — from device discovery to extended
performance analysis, security and configuration control. It enables enterprises to take inventory,
provision, patch, monitor and instantly assess server health and ensure optimum availability.

DSR® switches

DSR switches allow KVVM signals to be transmitted over a standard TCP/IP network connection.
Some DSR switches may be connected using a modem, which provides benefits for branch offices
such as low cost and dial-up performance.

The DSView 3 software supports the following DSR switch models:

800, 1010, 1020*, 1021*, 1022*, 1024*, 1030*, 1031*, 1161, 2010, 2020*, 2030*, 2035*,
2161, 4010, 4020*, 4030*, 4160, 8020*, 8030*, 8035*

*These models contain a dedicated serial port for connecting an external modem for use with
the DSR Remote Operations software.

For DSR switches, a target device is first attached to an 1Q module, which is then attached to a DSR
switch. DSView 3 software clients communicate with target device ports using a Video Viewer
connection between the client and the managed appliance.

The DSR switches allow the cascading of legacy analog KVM switches from DSR switch ports,
which may be managed in a DSView 3 software system. Certain DSR switch models also allow the
cascading of another switch. For more information, see the installer/user guide for your

DSR switch.

NOTE: PEM cascade devices are not supported.

MergePoint® 52xx service processor (SP) manager

The MergePoint 52xx service processor manager is a secure, centralized enterprise management
solution for target devices equipped with IPMI, HP iLO and Dell DRAC service processors. You
can use the DSView 3 software to access, monitor and control the MergePoint 52xx SP manager
and attached target devices.

The MergePoint 52xx SP manager provides a standardized interface independent of the
management protocols used to manage each target device. Management operations can be
performed either by using commands or scripts over a Telnet or SSH version 2 session or by using
the appliance’s web interface from a standard web browser.

For more information, see the MergePoint 52xx appliance plug-in documentation.
Cyclades OnSite branch office appliance

OnSite branch office appliances may be used to access multiple traditional or headless servers,
networking devices, infrastructure components or any other device with a serial console or KVM
port. You can use the DSView 3 software to access, monitor and control the OnSite appliance and
attached target devices. For more information, see the OnSite appliance plug-in documentation.
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VMware® environments

The DSView 3 software plug-in for Virtualization allows you to access and control VMware
VirtualCenters, ESX Servers and virtual machines from the DSView 3 software. You can launch a
Virtual Network Computing (VNC), Remote Desktop or VMware viewer session to a virtual
machine from a single point of access. For more information, see the Virtualization plug-in
documentation. Licenses may be required; see your Avocent representative or www.avocent.com
for more information.

Blade chassis

The DSView 3 software plug-in for Blade Chassis allows you to access multi-vendor blade chassis
and blades from the DSView 3 software. You can launch a KVM session to any managed blade
from a single point of access. For a list of supported blade chassis and other information, see the
Blade Chassis plug-in documentation.

Generic appliances

Generic appliances manage data center devices such as routers. These devices may be managed
within a DSView 3 software system by launching a standard web browser to the device URL or by
opening a Telnet session.

Embedded units
Using the DSView 3 software, you may add/delete, configure/display properties, and launch video
sessions to the following versions of third party embedded units:

+ IBM® ASM (Advanced System Management) RSA Il (Remote Supervisor Adapter 1) -
Version 5, Build GRE132AUS

« DRAC 4 (Dell™ Remote Access Controller) - Version 1.0, Build 06.14

* HPILO (Integrated Lights-Out) - Version 1.20

e NEC IPF (Itanium Processor Family) - Version 0.5.1.20

For management functions (other than launching video sessions) that are not performed by the
DSView 3 software, see the documentation for the unit.

Legacy units

The following legacy units are supported in the DSView 3 software.

e DSI5100 IPMI proxy appliances

»  EVR1500 environmental monitors

« DS1800 digital switches

«  AutoView® 200-4, 200-8, 400-4, 400-8, 416, 424 and 2000-AM switches (these switches must
be Flash upgraded to be added to a DSView 3 software system)

«  OutLook® 140ES, 180ES, 280ES, 1160ES, 2160ES and 4160ES switches
*  Cyclades KVM/net KVM over IP switches
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* Cyclades KVM/net Plus KVM over IP switches

»  Cyclades TS appliances

*  CCM console management appliances

e CPS810and 1610 serial over IP network appliances

Target devices

Target devices encompass a wide range of data center components such as servers and routers that
a DSView 3 software administrator may manage virtually through the DSView 3 software system.
A target device is added automatically to your DSView 3 software system when the supported
managed appliance is added. A target device may also be added individually.

Power devices

A power device is a type of target device that can be cascaded from a managed appliance.

When a DSView 3 software client sends a power control request to a target device, an HTTPS
request is sent to the DSView 3 server, which then sends a command to the managed appliance.
The command is converted and serially sent to the power device. The power device then performs
the requested action (for example, turning a power outlet on or off).

The DSView 3 software supports the following power devices:
e Avocent SPC power control devices

»  Server Technologies Sentry Switched CDU CW-8H1, CW-8H2, CW-16V1, CW-16V2,
CW-24V2, CW-24V3, CW-32VD1 and CW-32VD?2 (supported models may change; contact
Avocent Technical Support for current information)

«  Cyclades® Power Distribution Units (AlterPath® PM devices)

All of the above power devices are supported on DSR switches that contain one or more SPC ports.
Avocent and Server Technologies power devices are also supported on CCM and CPS appliances.

System Configuration

Figure 1.1 illustrates an example system configuration using the DSView 3 management software.
For information about the TCP ports that the DSView 3 software uses, see TCP and UDP Ports on
page 326.
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Figure 1.1: Example System Configuration

Table 1.1: DSView 3 Software System Configuration Descriptions

Number Description Number Description

1 DSView 3 Software Client 12 Power Device

2 Hub DSView 3 Software Server 13 Generic Appliance

3 Spoke DSView 3 Software Servers (Optional) 14 VMware VirtualCenter

4 External Authentication Servers (Optional) 15 Target Device

5 SNMP Manager (Optional) 16 1Q Module

6 TCP/IP 17 Cascade Switch

7 Replication 18 Target Devices

8 ACS Advanced Console Server 19 MergePoint 5200 Service Processor Manager
9 Power Device 20 VMware ESX Server

10 DSR Switch 21 VMware Virtual Machines
11 0SCAR® Interface 22 Blade Chassis
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2 Installation

This chapter describes the following installation sequence:

*  What you should do before installing the DSView 3 software

» Installing the DSView 3 software

»  Configuring the DSView 3 software, plus considerations when upgrading
* Running the DSView 3 software, that is, start a client session

Final sections describe how to change your password, uninstall the software, end a DSView 3
software session and install Java.

About Installation

When the DSView 3 management software is installed, the DSView 3 software database and a hub
server are also installed on the dedicated server.

The DSView 3 software may be installed on a computer containing an existing DSView 2.x
software authentication server without causing any interference with the operation of the DSView
2.x software system. The DSView 2.x software authentication server and the DSView 3 software
may run on the same dedicated server at the same time.

Rebooting the dedicated server is not required prior to using the DSView 3 software.

Once the DSView 3 software is installed and you have configured the hub server, users may log in
at another computer as a DSView 3 software client, using a supported web browser.

You may also install the DSView 3 software on additional computers and configure them as spoke
servers. See Spoke Servers on page 67 and Installing the DSR Remote Operations Software on
page 19.

NOTE: A license key permits the operation of the DSView 3 software on the dedicated server. The license key
also specifies the number of clients that may use the software and the number of spoke servers allowed on a
system. See Licenses on page 50.

Minimum requirements for the DSView 3 software

The following are the minimum requirements for installing the DSView 3 software on a dedicated
hub server or a computer that will function as a DSView 3 software spoke server:
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»  For supported Windows and Linux systems: 2 GHz Pentium or equivalent processor
»  For supported Solaris systems: 1 GHz UltraSparc I1l processor

 1GB of RAM - additional memory may be needed, depending on the number of plug-ins
installed and appliances supported

» 100BaseT NIC (1GByte LAN recommended)
» 10 GB of free disk space - additional disk space may be required for data logging and plug-ins
»  One of the following operating systems:
«  Windows® 2000 Server or Advanced Server with the latest service package
*  Windows Server 2003 Standard, Enterprise and Web Edition
*  Windows XP Professional with Service Pack 2 or later
«  Windows Vista" Ultimate or Business
¢ RedHat® Enterprise Linux, Version 4 (AS, ES and WS products)
*  Red Hat Enterprise Linux, Version 5
«  Sun® Solaris™ SPARC 9 and 10
«  Novell® SUSE® Linux (x86) Enterprise Server 9 or 10

Before installing and configuring the DSView 3 software

Before installing the DSView 3 management software, install the managed appliance hardware.

If the computer will be a hub server, you will need the license key obtained from Avocent and
provide a username and password to use for initial log in.

If the computer will be a spoke server, you will need to identify the associated hub server and
provide the name/password of the hub server’s DSView 3 software administrator.

To prevent potential mouse conflicts, you may configure certain settings on each server connected
to a KVVM switch or serial console appliance. For details, see the Mouse and Pointer Settings
Technical Brief, which is available on the DSView 3 software DVD and on the Avocent web site.

Installing the DSView 3 Software

The DSView 3 management software may be installed using the DSView 3 software DVD or by
downloading the software in a self-extracting .zip file from the Avocent web site.

NOTE: If you are upgrading the DSView 3 software from a previous version, it is strongly recommended that you
perform a database synchronization between the hub and spoke servers; see Replication on page 71. You
should also perform a backup of the hub server prior to upgrading the DSView 3 software; see Backing up and
Restoring Hub Servers Manually on page 65. Failure to perform synchronization and backup may have
detrimental effects. A backup should be performed both before the upgrade and immediately following

the upgrade.

To install the DSView 3 software on a supported Windows system:

1. Log on to the dedicated server as Administrator.
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To install from a DVD:

a. Insert the DSView 3 software DVD. An autorun file will bring up a menu of
installation options.

b. Click Install DSView 3 Software.
_Or_
If autorun is not enabled, type <drive:>\DSView\win32\setup.exe, where <drive:> is the
letter of your DVD drive.

A dialog box will indicate that the server will be verified to ensure it meets the minimum
requirements for installing the DSView 3 software.

To install from a downloaded file:

a. Using your web browser, download the DSView 3 software from the Avocent web site.

Go to www.avocent.com and click the Support link. On the Technical Support page, click
the Product Upgrades link, then select DS Software Upgrades.

b. Double-click on the downloaded installation package (setup.exe). A dialog box will
indicate that the server will be verified to ensure it meets the minimum requirements for
installing the DSView 3 management software.

If the current or an earlier version of the DSView 3 software is already installed, the Installed
Product Found: Same Version message box will appear. Click OK to reinstall the DSView 3
software or Cancel to exit setup.

The Check for an UPDATED version window will open. (If the DSView 3 software is already
installed on the dedicated server, a message box will display. Click OK to close the
message box.)

a. Click Next to reinstall the software, or click Cancel to stop the reinstallation.

b. Click Check for UPDATES and then click Next to check the Avocent web site for the most
recent DSView 3 software installation package. Go to step 5.

_Or_
Click Next to install the DVD or downloaded version of the DSView 3 software. Go to
step 6.

If a newer version of the DSView 3 software is found, an Update Available message box
will appear.

a. Click OK to download the latest DSView 3 software installation package. The installation
will be cancelled and the server’s default web browser will launch and open in the Product
Upgrades and Options page of the Avocent web site.

_Or_
Click Cancel to resume installation of the older version of the DSView 3 software. Go to
step 6.

b. Type your email address and password, and then click Submit to log in to the web site.
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10.

11.

12.

13.

c. Download the DSView 3 software installation package, log out and close the web
browser. Return to step 2.

The Introduction window will open. Click Next.
The License Agreement window will open.

» If you accept the terms, click | accept the terms of the License Agreement and then click
Next. Go to step 8.

» If you do not accept the terms, click I do NOT accept the terms of the License Agreement.
A License Agreement Warning message box will appear.

» Ifyou click Quit, the installation will exit without installing the DSView 3 software.
» If you click Resume, you will be returned to the License Agreement window.

The DSView 3 software license agreement may also be viewed from the User Login window
by clicking the Avocent DSView 3 End User License Agreement link. The agreement will
appear in a separate web browser window.

If the default TCP port used by the dedicated server hosting the DSView 3 software (TCP port
443) is not available, the Define Web Application Server TCP port window will open. Type the
port you want to use in the TCP port # field, then click Next. (Clicking Cancel exits the
Checking for an Updated version installation program.)

If the default TCP port used by the Avocent proxy server (TCP port 1078) is not available, the
Define TD (target device) Session Viewer Proxy TCP port window will open. Type the port
you want to use in the TCP port # field, then click Next.

If the default ports used by the SSH server and the Syslog server for data logging are not
available, appropriate windows will open. Type the port you want to use, then click Next.

The Choose Destination Location window will open.

a. Click Choose and use the Browse for Folder dialog box to select a directory in which to
install the DSView 3 software.

_Or_
Click Restore Default Folder to restore the installation directory to the default
(C:\Program Files\Avocent DSView 3).

b. Click Install.

The Installing... window will open and display the progress of the installation. The software
will be installed in the specified folder, a Start - Programs - DSView 3 shortcut menu will be
generated and the DSView 3 software service startup will be verified.

If a previous version of the DSView 3 software already exists on the dedicated server, message
boxes may appear, prompting you to confirm overwriting existing files. Click Yes to All.

When the software has finished installing, the Successful Service Startup message box will
appear. Click Continue.

The Installation Complete window will open.
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» To begin configuration of the DSView 3 software, click Done; see Configuring the
DSView 3 Software on page 13. A Security Alert dialog box will appear containing certifi-
cate information and a warning that the generator of the certificate is not trusted. This
occurs because the DSView 3 server certificate created when the server is installed is a
self-signed certificate. You may either import the certificate into the DSView 3 software
client web browser (choosing to trust the certificate) or obtain a server certificate from a
Certificate Authority (CA) trusted by the web browser.

»  To configure the DSView 3 software at a later time, click X (Cancel) in the top right corner
of the window.
To install the DSView 3 software on a supported Linux or Solaris system:

1. Log in to the server as root.

2. Insert the DSView 3 software DVD into your DVD drive. If AutoMount is supported and
enabled, open a command window and continue with step 3.

If your system does not support AutoMount, issue the following command to mount the DVD
volume: mount <device> <mount point>, where <device> and <mount point> are the names
of your server’s DVD Linux or Solaris device and mount point directory, respectively.

For example, to mount the first IDE cdrom on /media/cdrom, enter the command:
mount /dev/cdrom /media/cdrom

3. Enter the following command to access the readme file:
less /<mount point>/DSView/readme

For example, the following command accesses the readme file on the /media/cdrom
mount point.

less /media/cdrom/DSView/readme
4. Follow the instructions in the readme file.

Configuring the DSView 3 Software

After the DSView 3 software has been installed, it must be configured using a web browser.

During configuration, you specify whether the computer will be a hub server or a spoke server. If
this is your first DSView 3 server installation, hub should be selected in the Select DSView Server
Role window. The hub server should be installed before any spoke servers are added.

What you will need

If the computer will be a hub server, you will need the license key obtained from Avocent and
provide a username and password to use for initial log in.

If the computer will be a spoke server, you will need to identify the associated hub server and
provide the name/password of the hub server’s DSView 3 software administrator.
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To configure the DSView 3 software:

1.

7.
8.

If you are configuring the DSView 3 software during the installation process, you have already
clicked Done in the Launch Default Browser window.

If you quit after installing the DSView 3 software installation process (by closing the window),
select Start - Programs - Avocent DSView 3 - DSView Software.

A security alert box will appear containing certificate information. See Certificates on page 43.
The DSView 3 Explorer will open with the Welcome page of the DSView Server
Configuration Wizard. Click Next.

The Select DSView Server Role window opens.
»  Click Hub to assign the dedicated server as the hub server, then click Next. Go to step 3.
»  Click Spoke to assign the dedicated server as a spoke server, then click Next. Go to step 8.

The Type in Master License Key window opens. Type the Avocent-provided license key for
the DSView 3 software hub server, then click Next. (DSView 3 software license keys prior to
version 3.0 are not valid.)

If you did not receive a license key, click the http://www.avocent.com/activation link to obtain
a license key.

If the entered license is already in use on another server, a license violation will occur when
you log in, and you must configure the server as a spoke server.

The Type in Initial Administrator Account window opens. Type a username, a password and
confirm the password of the user to whom you wish to give administrator privileges.
Usernames are case sensitive and may contain up to 64 characters. Click Next.

A Request in Progress message will appear. The license key will be installed and a DSView 3
software administrator account will be created. The built-in user groups will also be created.

The Completed Successful window will open when configuration is completed. Click Finish.
The User Login window will open in the DSView 3 Explorer.

You may now log in using the username and password specified during configuration.

If you chose to configure the server as a spoke server in the Select DSView Server Role window or
if you entered a duplicate software license key in the Type in Master License Key window,
continue with the following steps.

NOTE: The DSView 3 software versions of the spoke server and the hub server must match in order to register
the spoke server. For example, you may not register a spoke server running DSView 3 software version 3.0 with
a hub server running DSView 3 software version 3.2.

9.

10.

The Type in Hub Server Address and Port window will open. Type the address of the DSView
3 software hub server using standard dot notation (Xxx.XXX.XXX.xXx) or type the DNS name in
the Address field. Click Next.

The Accept DSView Server Certificate window will open. Click Next to accept the certificate.



Chapter 2: Installation 15

11. The Type in Hub Administrator Credentials window will open. Type a valid username and
password for a user with DSView 3 software administrator privileges on the DSView 3
software hub server. Click Next.

12. The Registering Spoke Server window will open with the message Request In Progress Please
Wait. The configuration of the spoke server will be saved to the database of the hub server and
the spoke server’s certificates will be installed on the hub server.

13. The Completed Successful window will open when the spoke server has been added.
Click Finish.

Upgrading the DSView 3 software

When upgrading to a newer version of the DSView 3 software, it is recommended that all DSView
3 servers are upgraded at the same time. The DSView 3 software hub server should be upgraded
first, followed by each spoke server.

Before upgrading, a replication should be performed (see Replication on page 71), then a backup
immediately before and after upgrading the DSView 3 software (see Backing up and Restoring Hub
Servers Manually on page 65).

The firmware for the appliances may also need to be upgraded in order to support new functionality
in the DSView 3 software version. The DSView 3 software should work with the existing firmware
revisions, but in cases where new functionality is not supported until the firmware is upgraded, the
DSView 3 software will indicate this in the GUI.

Running the DSView 3 Software

DSView 3 software clients access the DSView 3 management software host using a supported web
browser. Any software required by the client, such as applets and the Java Runtime Environment
(JRE), will be automatically installed by the DSView 3 server host.

The DSView 3 software uses Secure Sockets Layers (SSL) encryption to send data between the
DSView 3 software host and the web browser on the client to ensure data integrity and privacy.
When a user attempts to log in to a DSView 3 software client session, the authentication service
configured in the DSView 3 software by the DSView 3 software administrator verifies the
credentials of the user. Security alerts related to the certificates on the DSView 3 software host may
appear. See Certificates on page 43.

Minimum client requirements

The following are the minimum requirements for a DSView 3 software client:
» 1 GHz Pentium or equivalent processor

512 MB of RAM

e 10 o0r 100BaseT NIC (100 recommended)

»  XGA video with graphics accelerator

o Desktop size setting of at least 800 x 600
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e Color palette of at least 256 colors
»  One of the following operating systems:
*  Windows 2000 Workstation, Server or Advanced Server with the latest service package
*  Windows XP Home Edition or Professional
*  Windows 2003 Server Standard, Enterprise or Web Edition
»  Windows Vista Ultimate or Business
*  Red Hat Enterprise Linux, Version 4 (AS, ES and WS products)
*  Red Hat Enterprise Linux, Version 5
*  Sun Solaris SPARC 9 and 10
*  Novell SUSE Linux (x86) Enterprise Server 9 or 10
*  Macintosh OS X version 10.4 and later
*  One of the following browsers:
» Internet Explorer 6.0 SP1 or later web browser (Windows operating systems only)
* Mozilla version 1.7.3 and later

»  Firefox version 1.0 and later; version 1.5 or later is required for Macintosh
operating systems

»  Netscape version 7.2 and later

If you are using Mozilla, Firefox or Netscape, the Video Viewer and the Telnet Viewer clients
require Java; see Java Installation on page 18.

Opening a client session
Before opening a client session

» Enable cookies and JavaScript on the client’s web browser.

»  Configure the web browser. If you are using Internet Explorer, see Internet Explorer Consider-
ations on page 39.

To open aclient session:

NOTE: If DSView 3 Software Client Certificate Authentication or DSView 3 Software Client Integrated Windows
Authentication is being used, the user will not be required to log in. See Certificates on page 43.

1. From the DSView 3 software client web browser, enter the URL of the server host in the
address bar in the format:

https://<servername>/dsview

In this case, <servername> is the DNS name of the host system, or the IP address in standard
dot notation (XXX.XXX.XXX.XXX).

NOTE: To avoid multiple security warnings, enter the DNS name.

_Or_
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If you are opening the session on the DSView 3 server, you may select Start - Programs -
Avocent DSView 3 - DSView Software.

2. Accept all security alerts that may appear as the client computer connects to the DSView 3
server. The DSView 3 Explorer User Login window will open.

If an RSA SecurlD external authentication service has been added to the DSView 3 software,
see RSA SecurlD login below for the login procedure.

3. Type a valid username and password in the fields provided.

Depending on the settings specified by the administrator, you may be required to change your
password before being allowed to complete the login process. See Adding User Accounts on
page 203.

4. Click Login. The window that appears depends on the rights assigned to the DSView 3 user
that is logging in.

If the client machine uses an onboard video controller and experiences video problems, be sure the

BIOS is updated to the latest version.

RSA SecurlD login

When an RSA SecurlD external authentication service has been added to the DSView 3 software,
the login credentials include a username and a passcode. The passcode includes a PIN and an RSA
SecurlD tokencode. The login request is sent to the RSA Authentication Manager. Depending on
the user configuration and state on the RSA Authentication Manager, the user may be prompted for
a second successive tokencode.

The user configuration also specifies how the 4-6 digit PIN will be generated:

e User defined - the user must enter a PIN

»  System generated - the user cannot enter a PIN; it must be generated by the RSA server

»  User selectable - the user may choose to enter a PIN or allow the RSA server to generate it

If a PIN has not yet been assigned to the user or if security policy requires a PIN change, the user
will be prompted accordingly. If the RSA server generates the PIN, the user will be given a brief
interval to memorize it.

Regaining access
If access to a DSView 3 software system is lost, see Regaining Access to the DSView 3 Software on
page 359.

Uninstalling the DSView 3 Software

To uninstall the DSView 3 software on a supported Windows system:

1. Select Start - Settings - Control Panel. The Control Panel will appear.

2. From the Control Panel, click Add/Remove Programs. The Add/Remove Programs dialog box
will appear.
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3. Select Avocent DSView 3 and then click Change/Remove. The Uninstall Avocent DSView
window will open.

4. Click Uninstall.
To uninstall the DSView 3 software on a supported Linux or Solaris system:

1. Log in to the server as root.

2. Insert the DSView 3 software DVD into your DVD drive. If AutoMount is supported and
enabled, open a command window and continue with step 3.
_Or‘_
If your system does not support AutoMount, issue the following command to mount the
DVD volume: mount <device> <mount point>, where <device> and <mount point> are the
names of your server’s DVD Linux or Solaris device and mount point directory, respectively.

For example, to mount a DVD which is the second IDE unit on /media/cdrom, enter the
command:

mount /dev/cdrom /media/cdrom

3. Enter the following command to access the readme file.
less /media/cdrom/DSView/readme

Follow the instructions in the readme file.

Closing a DSView 3 Software Session

Files are copied to DSView 3 software clients when you log in to the DSView 3 software. When
using Internet Explorer, temporary files may be removed by selecting the Delete Temporary
Internet Files command and active web components may be uninstalled by selecting the Remove
Objects command. See the Internet Explorer documentation for more information.

To close a DSView 3 software session:

From the DSView 3 Explorer, click LOGOUT or the logout icon.
Java Installation

On non-Windows clients, the Video Viewer, Telnet and VNC Viewers require Java version 1.5.
The Telnet/SSH applet may work with other versions; the Video Viewer requires that version.

On Windows clients, Java is required to run the Avocent Telnet/SSH Viewer. If the Win32 PUTTY
Telnet/SSH Viewer is selected in the user’s profile, then Java is not required on the client. On a
Windows client, it is recommended that the JRE (Java Runtime Environment) be installed in the
C:\Program Files\ location. If your system automatically installs programs in another location, you
may not be able to launch the Video Viewer. In this case, you can configure Java to find the JRE.

To configure Javato find the JRE:

1. Access the Java Control Panel.
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Select the Java tab.

In the Java Application Runtime Settings panel, click View.
Change the path to the installed JRE.

5. Click OK.

For Windows, Linux and Solaris operating systems, the DSView 3 software client automatically
downloads and installs the JRE the first time it is needed. For Macintosh operating systems, you
must update Java and install the JRE using the Macintosh software updates. Refer to the Macintosh
operating system documentation for more information.

> own

To install the JRE on a Windows client:
1. InaDSView 3 software Units View window (see Accessing Units View windows on page 98),
click an Action link.

2. A window will open, containing a link for downloading the JRE installer. Download the JRE
installer, then close all browser windows.

3. Click on the JRE icon to launch the installer.
4. Restart the browser, and click an Action link.

To install the JRE on a Linux or Solaris client:

NOTE: Only one version of the JRE can be installed in the browser for DSView 3 software support. Depending
on your system’s configuration, you may have to log in as the root user to install the JRE. Contact your system
administrator if you need help with installing software as the root user.

1. InaDSView 3 software Units View window (see Accessing Units View windows on page 98),
click an Action link.

2. A window will open, containing a link for downloading the JRE installer. Download the JRE
installer, then close all browser windows.

3. Runthe installer.
4. Restart the browser, and click an Action link.

Installing the DSR Remote Operations Software

NOTE: Installing and using the DSR Remote Operations software is optional.

If your DSView 3 software system includes DSR1021, 1022, 1024, 1020, 1030, 1031, 2020, 2030,
2035, 4020, 4030, 8020, 8030 or 8035 switches, you may use the DSR Remote Operations software
for switch access using a dial-up point to point protocol (PPP) modem connection when an Ethernet
connection is unavailable.

See DSR Remote Operations Software on page 334 for information about installing and using the
DSR Remote Operations software.
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CHAPTER

3 DSView 3 Explorer Windows

When a user has been logged in and authenticated, the Avocent DSView 3 Explorer window opens.
From the DSView 3 Explorer window, you may view, access and manage units.
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Figure 3.1: Example Avocent DSView 3 Explorer Window Areas
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Table 3.1: DSView 3 Explorer Window Area Descriptions

Number Description

Top option bar - Use the top option bar to bookmark a DSView 3 software window, refresh a
1 window display, print a page, log out of a software session or access online help. The name of the
logged in user appears on the left side of the top option bar.

Tab bar - Use the tab bar to display and manage units, user accounts, reports, system settings and

2 - )
session profiles.
3 Top navigation bar - The selections in the top navigation bar vary, depending on the active tab in
the tab bar. Topics relevant to each selection display in the side navigation bar.
Side navigation bar - Use the side navigation bar to select system information to display or edit in
4 : L . o
the content area. The side navigation bar contains arrows that affect its display.
5 Content area - The information specified by the tab bar, top navigation bar and side navigation bar

selections is displayed and changed in the content area.

Accessing Target Devices

Target devices (TDs) that may be accessed system-wide are displayed in a Units View window.
You may initiate a session with a target device from a Units View window by clicking the link in
the Action column. See Units View Windows on page 95.

You may also initiate a session with a target device from a Unit Overview window. See Unit
Overview Windows on page 104.

For information about controlling the power of target devices attached to power devices, see Power
Control of Devices Attached to Power Devices on page 151.

Using the Side Navigation Bar

The side navigation bar is used to display windows that specify settings or perform operations. The
contents of the side navigation bar varies, depending on the tab and top navigation bar selections
and the window that is displayed.
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Figure 3.2: Example Side Navigation Bar

Table 3.2: Side Navigation Bar Descriptions

Number Arrow  Description

Expand All Nodes - Click this arrow in the upper right corner to expand all nodes and

! v display additional links.

2 A Collapse All Nodes - Click this arrow in the upper right corner to collapse all nodes
and their links.

3 v Collapse Node - Click this arrow to collapse an opened tree branch and its links.

4 » Expand Node - Click this arrow to expand a closed tree branch and display its links.

You may choose whether an expanded node will collapse when another Expand Node arrow is
selected. See Changing user options on page 33.

Clicking on a link that does not contain an arrow will display its corresponding window. Some
windows contain additional links, which may display another window and a side navigation bar
with different content.
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Using Windows

Sorting information in a window

The order of rows in a list may be changed by clicking the heading of one of the displayed columns.
When you click a column heading, the order of the list rows will change to alphabetically
ascending, based on that column. If you click the column heading a second time, the order will
change to an alphabetically descending order. An up arrow indicates ascending order and a down
arrow indicates descending order.

If you are using the topology feature in a Units View window, see Topology view on page 96 for
sorting criteria.

Filtering information in a window

Some DSView 3 software windows allow you to filter list information by providing a text string
that will be used to retrieve matching items. Filtering is useful if you have many target devices or
other items that extend over many pages. Windows that allow filtering contain a text field and a
Filter button in the content area, as shown in Figure 3.1 on page 21.

Filtering is performed over the entire list of items, not just those displayed in the current window,
and can provide a shorter, more exact list of items. When filtering is performed, the text in every
row and column in the window is searched for the specified text string. For example, you may wish
to perform filtering to list only DSR1031 switches in the Name column, target devices with KVM
connections in the Action column, ACS console servers that are idle in the Status column and

S0 on.

When the topology feature is enabled in a Units View window, both parent and child units will
display in the filtered view. For example, if you filter for a child named target device 1 that is
attached to a DSR1031 switch, target device 1 will appear below the DSR1031 switch in the
filtered view.

When filtering, you may use an asterisk (*) before and/or after text strings as a wildcard. For
example, typing emailserver* and clicking Filter will display items with emailserver at the
beginning (such as emailserver, emailserverbackup). Typing *emailserver* and clicking Filter will
display items containing emailserver in any part of the name (such as emailserver,
emailserverstore, tdemailserver, tdemailserverl).

Table 3.3 lists the ways you may specify text strings for filtering.
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Table 3.3: Filter Text Strings

Typed in the Filter Field Results

Entering a string displays a filtered list of items that contain the ‘word’ (that is, it

will find matching strings that are followed by anything other than a letter or

number). For example, typing email will list any items that contain the string
<String> email, followed by a space or punctuation mark.

If you enter multiple words separated by spaces but without logical operators,

OR is assumed, and each word is treated separately. For example, typing email

server will display items containing email or server.

Surrounding the string with quotation marks displays a filtered list of items
containing the exact string, including spacing and punctuation. For example,
typing “email server” will display items that contain email server. The DSView
3 software will provide a closing quotation mark if it is omitted.

“<String>"

Using the AND logical operator displays the items that contain both strings. For
<Stringl> AND <String2> example, typing email and server will display items named email-server-3,
email-server-2, server email and so on.

Using the OR logical operator displays the items that contain at least one of the
<Stringl> OR <String2> strings. For example, typing email or server will find any items that contain the
string email or the string server.

Parentheses may be used to override the default (left to right) order of

precedence during evaluation of a filter string.

For example, searching for email and server or service would be the
(<String>) equivalent of ((email and server) or service), which may not be the intended

search. The user may choose instead to change the order of precedence by

grouping the search terms with parentheses, such as (email) and (server

or service).

Preceding the string with NOT displays all items that do not contain the string.
NOT <String> For example, typing not email will display all items except those containing
email (email, email server, email-server-1 and so on will not display).

To filter the list in a window:

1. Inawindow containing a Filter field, type a text string in the field. Searches are not
case sensitive.

2. Click Filter. A filtered list of the information in the window will be displayed.

3. Click Clear to return to a non-filtered list.

Saving information in a window

When you change information in a window, you must click Save in order to apply the changes. By
default, a message box will appear if you click Close or try to exit the window by clicking a link in
the top bar, top navigation bar or side navigation bar without first clicking Save.
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Clicking OK in the message box will exit the current window without saving the changes. If you
want to save the changes you have made, click Cancel in the message box, then click Save in
the window.

You may choose whether you will be reminded to save changes made in windows before exiting
them. See Changing user options on page 33.

Using the Customize link in windows

Windows that contain a Customize link allow you to change the following information:
»  The number of items displayed per page in the window

e Which columns of information are displayed in Units View windows

»  Showing units that have been hidden in Units View windows

The items available for customizing and methods for changing them will vary, depending on the
window being customized. Although the items that appear in windows may vary, the items that do
appear are modified identically regardless of the window in which you clicked the Customize link.

DSView 3 software administrators may also configure the default display for customizable
windows, that is, which columns will be displayed and how many items will be displayed per page
by default. The default values will be used by all new users and by existing users who have not
already customized their views.

To customize a window using the Customize link:

1. Inawindow containing a Customize link in the upper right corner, click the link. A View
Customization window will open.

2. Add, remove or move fields in the window display:

» To add one or more fields to the window display, select the fields in the Available Fields
list, then click Add. The fields will be moved to the Fields to Show list.

»  To remove one or more fields from the window display, select the fields in the Fields to
Show list, then click Remove. The fields will be moved to the Available Fields list.

» To change the order that fields display from left to right in the window, select one or more
fields in the Fields to Show list. Use the up or down arrow to change its order in the list.

3. To specify the number of items that appear in a window, use the arrow keys in the Items per
Page field to select a number or type a number (1-2000). In Units View windows that have the
topology view enabled, the number of items per page includes children, even if the display is
collapsed and the children are not visible.

4. To show hidden items in a Units View window (see Showing and hiding units on page 98).

a. Check the Show hidden items checkbox.
b. Select Visibility from the Available Fields column, and then click Add. Visibility will
move to the Fields to Show list.

5. To show group descendants in windows that display unit groups (see Unit group hierarchy on
page 194), click the Show group descendants checkbox.
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6. To expand a topology view automatically in a Units View window (see Topology view on
page 96), click the Expand View Automatically checkbox.

7. To set the Fields to Show and List Items as the default, click Set as Default. This button will
appear only if you are a DSView 3 software administrator. You will be prompted to confirm
setting these values as the default. Confirm or cancel.

8. Click Save and then click Finish. The window being customized will open with the changes.
Displaying pages

Multiple page windows contain navigation buttons which may be used to quickly move
among pages.

Table 3.4: DSView 3 Explorer Page Navigation Buttons

Button Description

|< First Page - Navigates to the beginning of a list displayed in a window.

<< Previous Page - Navigates to the previous page of a list displayed in a window.
>> Next Page - Navigates to the next page of a list displayed in a window.

>| Last Page - Navigates to the end of a list displayed in a window.

The page navigation buttons are enabled only if there are enough pages available to make
them necessary.

The number of items that display in a window page is specified by using the Customize link (see
Using the Customize link in windows on page 26). If a page’s content cannot fit vertically and/or
horizontally in the window, scroll bars will appear. The current page and total number of pages
appear in the top left corner of the window.

Many operations allow you to select all items on a page by enabling a checkbox located to the left
of the column headings in the window. Enabling this checkbox selects all the items listed on a page
(whether or not the entire page is visible). However, for multi-page displays, items listed on other
pages will not be included in the selection.

The only time you can select all items on all pages of a multipage display in one step is when you
are setting access rights from a Units View windows. For this operation, if you click Rights in a
Units View window with no units selected, all units on all pages will be affected by the operation.

Bookmarking a window

Many windows contain a bookmark icon and text in the top option bar. Bookmarking a window
will add a link to the window in the Favorites menu. You may select the link at any time to quickly
access the bookmarked window.

If you bookmark a window and information related to the window changes, this new information
will appear in the window when you next display the bookmarked window. For example, if you
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bookmark the Recently Accessed window and then access other units, the bookmarked window
will contain these other units the next time you display the bookmarked page.

If you click BOOKMARK or the bookmark icon after the DSView 3 server session has timed out,
the User Login window will open and you must log in again. After you log in, you will be
redirected to the bookmarked page.

To bookmark a window:

1. Inthe top option bar, click BOOKMARK or the bookmark icon. The Add Favorite dialog box
will appear.

2. Optionally, type a name for the window. You may also click Create in to create or specify a
folder in which to place the window.

3. Click OK to close the Add Favorite dialog box.
Printing a window

All windows contain a print icon and text in the top option bar. When you print a window, all the
information on the page is printed, not just the visible portion.

To print a window:

1. In the top option bar, click PRINT or the print icon. The Print dialog box will appear.
2. Specify options to use, then click Print to print the window and close the Print dialog box.

Refreshing a window

A window may be refreshed at any time by clicking REFRESH or the refresh icon in the top
option bar.

By default, status information automatically refreshes every 30 seconds. This interval may be
changed or disabled. See Changing user options on page 33.

Using keyboard commands

In addition to using a mouse, certain keyboard commands may be used to select and change items
in windows.

Table 3.5: General Keyboard Commands

Key Description

Tab Transfers focus to the next control in the window, including the calendar

Shift-Tab Transfers focus to the previous HTML control
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Table 3.6 lists the keyboard commands that may be used when a calendar is enabled and has focus.

Table 3.6: Calendar Keyboard Commands

Key Description

Enter or Space Displays or closes the calendar.

Esc Closes the calendar.

Page Up Decrements the month by one month and selects the first day of the month.

Page Down Increases the month by one month and selects the first day of the month.

Right Arrow Increments the day by one day. If the last day of the month is selected and the Right

Arrow key is pressed, the month is incremented to the next month.

Decrements the day by one day. If the first day of the month is selected and the Left

Left Arrow Arrow key is pressed, the month is decremented to the previous month.

Up Arrow Decrements the weekday by one week. If the first weekday type of the month is selected
P and the Up Arrow key is pressed, the month is decremented to the previous month.

Down Arrow Increments the weekday by one week. If the last weekday type of the month is selected

and the Down Arrow key is pressed, the month is incremented to the next month.

Table 3.7 lists the keyboard commands that may be used when a spinner is enabled and has focus.

Table 3.7: Spinner Keyboard Commands

Key Description

Up Arrow Increments the spinner number by one

Down Arrow Decrements the spinner number by one
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OSCAR interface

The OSCAR interface is a tool that is built in to Avocent appliances and allows a user
connected to the local KVM port to display and change settings in a K\VM switch. The
OSCAR interface also allows a local user to connect to target devices.

Power device

An Avocent or supported third party cascade device that allows the remote controlling of target
device power.

PPP (Point to Point Protocol)

PPP is a set of industry-standard framing and authentication protocols included with Windows
NT Remote Access Service to ensure interoperability with third party remote access software.
PPP negotiates configuration parameters for multiple layers of the OSI (Open Systems
Interconnection) model.

Positive hysteresis

Positive hysteresis is the unsigned number of counts subtracted from the raw threshold value,
which creates the re-arm point for all sensor thresholds that are greater than zero (0). A
positive hysteresis value of 0 indicates that any thresholds greater than zero do not

contain hysteresis.

SDR repository device

An SDR repository device is the logical management device that provides a sensor data
records (SDR) system interface, which in turn, provides a set of SDR storage and
retrieval commands.

Serial console appliance

Serial console appliance refers to a unit that allows serial sessions to a target device and is
supported by the DSView 3 software. Serial console appliances include the ACS console
server, the legacy CCM and CPS appliances and other units supported by plug-ins. The ACS
console server is supported by a plug-in; for detailed procedures and what DSView 3
operations the ACS console server supports, see the corresponding plug-in documentation for
detailed procedures.

Serial session

A serial session is a type of target device session in which the target device contains a serial
connection (typically a Linux server TTY port or a router) and is connected through a serial
console appliance. A Telnet Viewer connection exists between the DSView 3 software client
and the serial console appliance. The appliance converts the Telnet information to

serial information.

Server
A server is a computer or device on a network that manages network resources. For example:

» Afile server is a computer and storage device dedicated to storing files. Any user on the
network can store files on the server.

*  Aprint server is a computer that manages one or more printers.
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* A network server is a computer that manages network traffic.
» A database server is a computer system that processes database queries.

Servers are often dedicated, meaning that they perform no other tasks besides their server
tasks. However, on multiprocessing operating systems, a single computer can execute several
programs at once. In this case, a server may refer to the program that is managing resources
rather than the entire computer.

Session

When used alone, a session refers to a target device session. See the definition of a target
device session for details.

Site
A site is a location that contains a managed appliance, DSView 3 server or both.
SNMP (Simple Network Management Protocol)

SNMP is a set of protocols for managing complex networks. SNMP works by sending
messages to different parts of a network. SNMP-compliant devices, called agents, store data
about themselves in MIBs and return this data to the SNMP requesters.

SNMP manager

The SNMP manager is an optional component (outside of the DSView 3 software system) that
enables the monitoring of many cross-platform devices using SNMP information. SNMP
managers are also called network management systems (NMS).

SSL (Secure Sockets Layer)

SSL is a protocol that supplies secure data communication through data encryption and
decryption. SSL enables private communications over networks by using a combination of
public key cryptography and bulk data encryption.

SSH Passthrough session

An SSH Passthrough session is a serial session opened to a unit by without the use of a web
browser. From an SSH client, you can enter an SSH Passthrough command to establish a
connection to any serial unit managed by the DSView 3 software if you have access rights.

Target device

A target device includes a wide range of data center components such as servers and routers
that an administrator is able to virtually manage through the DSView 3 management software.

Target device session

A target device session is a connection through a KVVM, serial, Telnet or web browser. Target
device sessions do not include power management functionality.

TCP/IP (Transmission Control Protocol)

TCP is one of the main protocols in TCP/IP networks. The IP protocol deals only with packets.
TCP enables two hosts to establish a connection and exchange streams of data. TCP guarantees
delivery of data and that packets will be delivered in the same order in which they were sent.
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Telnet session
A Telnet Viewer session is a type of target device session in which the target device supports
Telnet and the DSView 3 software client connects directly to the target device using Telnet.

Telnet Viewer
This applet is a software component that provides the user interface needed to display a remote
target device through serial over IP sessions.

Tiered switch
A tiered switch is also known as a cascade switch. See the definition of cascade switch.

Unit
Unit is a generic term that refers to either a target device, managed appliance, blade chassis or
a component in a VMware environment. For example, the Unit List may contain both target
devices and managed appliances.

UDP (User Datagram Protocol)
UDP is a connectionless protocol that runs on top of IP networks like TCP. Unlike TCP/IP,
UDP/IP provides very few error recovery services, offering instead a direct way to send and
receive datagrams over an IP network. UDP is primarily used for broadcasting messages over
a network.

Video Viewer
The Video Viewer is a software component that provides the user interface needed to display a
remote target device through KVM over IP sessions.

VPN (Virtual Private Network)
VPN is a means of implementing a private network on a public network such as the Internet.
By encrypting data and assigning addresses, the impression is given to networks at each end of
the VPN that they are connected by a private physical network instead of across a
public network.

(WAN) Wide Area Network
WAN typically refers to a network that is distributed at multiple sites and connected by a
relatively slow link between the sites. The WAN is frequently implemented using a VPN on
the Internet.

(WAS) Web Application Server
WAS is software that runs on a server that is capable of executing web applications. The WAS
software typically contains or works with a web (HTTP) server.

(Webapp) Web Application

Webapps are groups of server-side Web resources that make up an interactive online
application. The web resources include Java servlets, JavaServer Pages™ (JSPs), static
documents (such as HTML documents), and applets that can be deployed in a DSView 3
software client web browser. Web applications must run in the context of a web application
server such as the DSView 3 server.
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Web server

A web server is a computer equipped with server software to respond to HTTP requests, such
as requests from a web browser. A web server uses the HTTP protocol to communicate with
clients on a TCP/IP network.

X.509

X.509 is the most widely used standard for defining digital certificates. X.509 is an
International Telecommunications Union (ITU) recommendation, which means that the
standard has not yet been officially defined or approved. As a result, companies have
implemented the standard in different ways. For example, both Netscape and Microsoft use
X.509 certificates to implement SSL in their web servers and web browsers. However, an
X.509 certificate generated by Netscape may not be readable by Microsoft products, and
vice versa.
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Access
methods 100
regaining 359
Access rights
about 129
exporting 279
methods for assigning 131
specifying from unit group perspective 199
specifying from unit perspective 131
specifying from user account perspective 211
specifying from user group perspective 220
target devices 130
Active Directory external authentication service 76
ActiveX controls 40
AlterPath Manager
importing data from 283
migrating to DSView 3 software 283, 299
Appliances. See Managed appliances
Authentication services
Active Directory 76
group naming in external services 216
internal 74
LDAP 82
managing 73
ports 332
RADIUS 86
removing 74
RSA SecurID 91
TACACS+ 88
types 73

validating user accounts on external
authentication server 303

Windows NT 80

B

Backup and restore 65, 294
Backup servers. See Spoke servers
Bookmarks 27

Browsers 1, 39

C

Cascade switches
changing name in appliance 138
changing name or type 124
merging 124
port settings 138
splitting 124
supported types 5
Certificates
security alerts 57
server 43, 60
system policy 44
trust store 44
types 43
updating 57, 60, 61
user 35, 44, 207
Client session information 62
Colors 34
Connections
adding a target device connection 164
deleting a target device connection 165
display format 163
displaying information 164
renaming a managed appliance connection 164
Contact unit properties 126, 127
CSR 57



372 DSView 3 Software Installer/User Guide

Custom fields
about 189
associated a label with a unit 190
changing for a unit 127
defining 190
example 190
Customize link 26

D

Data logging
about 165
archiving 173
deleting data log files 173
displaying data log files 175
enabling on units 170
enabling the SSH server 169
exporting system certificate 43
files 167
licenses 168
specifying data log file location 172
verifying signatures 176
Department groups 187
DSR Remote Operations software 334
DSView 2.x software
migrating units 299

E

Email
DSView 3 server 64
event logs 310
Embedded units
about 143
access rights 129
accessing 100
adding 110
credentials 144
sessions 143

supported models 6
Encryption

KVM sessions 155

virtual media sessions 156
Event logs

creating a .csv file 317

creating a task to export a .csv file 297

deleting entries 315
displaying 313

displaying entries 314
displaying entry details 314
email notifications 310

enabling and disabling event logging 313

entry states 315
event categories 310
event severity 309
retaining 316
EVR1500 environmental monitors
adding 113
network properties 129

F

Filtering 24

Firewalls 46

Firmware
adding a file 307
deleting 308
displaying information 307
displaying version information 133
updating for an appliance type 302
upgrading 285
upgrading a power device 149
upgrading 1Q modules 137

G

Generic appliances
adding 113
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network properties 129

Glossary 360
Groups

H

departments 187
locations 187
sites 187

unit 193

Hub server

about 2

adding to Trusted Sites list 42

backup and restore 65, 294

certificates 57

license 50

properties 55

registering hub server as spoke server 69
replication 71

updating hub server certificate on spoke server 61
updating spoke server certificate on hub server 60

Identity unit properties 126
Installation

configuring DSView 3 software 13

DSR Remote Operations software 19, 336
DSView 3 software 10

Java 18

minimum requirements for client 15
requirements for DSView 3 server 9
supported operating systems 10
uninstalling the DSView 3 software 17

what to do before installing DSView 3 software
10

Integrated Windows Authentication 46
Internal authentication service 74
Internet Explorer considerations 39

IPMI target devices
creating a task to control power 300
1Q modules
deleting offline 137
displaying 137
upgrading 137
USB speed 138
ISDN
active modem sessions 161
modem session properties 63
ISV partners program 53

J
Java 18, 256

K

Keyboard commands 28
Keyboard pass through mode 229

L

LDAP external authentication service 82
Legal notice 32
Licenses 50
Local accounts
adding 141
changing settings 142
deleting 142
displaying information 140
target device access rights 142
Location groups 187
Location unit properties 126
Login scripts (Telnet Viewer) 266

M

Macros
exit (DSR switches) 156
Telnet Viewer 267
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Video Viewer 247

Managed appliances
adding a generic appliance 113
adding a single appliance 108

adding an appliance from an IP address range 112
adding an EVR1500 environmental monitor 113

changing name 105
displaying connections 164
displaying version information 133
DSView 3 server addresses 132
firmware management 307
local account settings 140
names 114, 115
network properties 128
network settings 132
ports used 326
rebooting 285
renaming a connection 164
restoring a configuration 288
restoring the user database 289
resynchronizing 286
saving a configuration 287
saving the user database 288
secure mode 109, 112
session settings 152, 153
SNMP settings 133, 296
supported 4
tools 284
updating firmware of an appliance type 302
upgrading firmware 285
Modem connections
active modem sessions 161
modem session properties 63
Modem dial connections 178
Modem port settings (DSR switches) 140
Mouse
cursor commands in Video Viewer 237

cursor settings in KVM session profile 231
preventing conflicts 10

N

Name synchronization 114, 115
NAT devices 49
Network properties
DSView 3 server 55
generic appliance 129
managed appliance 128
spoke servers 69
target device 128
Network settings for managed appliances 132
Note unit properties 127, 128

@)

Operating systems
client 16
DSR Remote Operations software 336
DSView 3 server 10

OSCAR interface authentication setting (DSR
switches) 139

Overview unit properties 125

P

Pages 27
Partners program 53
Passwords
changing in user account 208
changing user account restrictions 208
changing your own 34
resetting in user account 206
Plug-ins
about 319
activating 323
adding 320
disabling 323
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displaying information 320
upgrading 322
Ports
cascade switch settings 138
modem port settings (DSR switches) 140

OSCAR interface authentication settings (DSR
switches) 139

TCP and UDP 326
Power device sockets
displaying 150
push/pull 150
Power devices
adding 148
changing input feed information 150
changing settings 148

controlling power from a Power Device Sockets
window 151

controlling power from a Units View window
152

controlling power from DSR Remote Operations
software 341

controlling power from the Telnet Viewer 275

controlling power from the Unit Overview
window 105

controlling power from the Video Viewer 252
controlling power with a task 297
displaying 147
displaying input feed information 149
licenses 50
push/pull 147
removing 148
sockets 150
supported types 7
upgrading firmware 149
Preemption
about 38
changing in user account 209
virtual media 253

Printing 28
Profiles
DSView 3 software sessions 33
KVM sessions 228
Properties
contact 126, 127
DSView 3 server 55
generic appliance network 129
global system 29, 32
managed appliance network 128
note 127, 128
spoke server network 69
target device network 128
unit identity 126
unit location 126
Video Viewer session 227
Proxy server
about 2
ports used 326
specifying 61
Push/pull
about 114, 115
automatic name pull 117
automatic name push 116
manual name pull 119
manual name push 118
pull names task 303

R

RADIUS external authentication service 86
Replication 71
Requirements
client 15
DSR Remote Operations software 336
DSView 3 server 9
Resync wizard
topology synchronization options 122
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using 286
RSA SecurlD external authentication service 91

S

Scan mode (Video Viewer) 244
Secure mode 109, 112
Security
alerts 57
zones 41
Serial session application selection 35
Servers
backup and restore 294
email 64
managing certificates 60
manually backup and restore 65
ports used 326, 330
properties 55
proxy 61
replication 71
trap destinations 62
unit status polling 64
See also Hub server and Spoke servers
Services 135
Sessions
access methods 100
changing KVM session settings 155
changing serial console appliance settings 155

changing virtual media settings (KVM switch)
156

choosing serial session application 35
client information 62
closing a DSView 3 software client session 18

disconnecting an active session from a target
device window 160

disconnecting an active session from an appliance

window 159

displaying active session information (all
sessions) 158

displaying active session information for a target
device 159

displaying appliance session information 154
managing active 158
opening a DSView 3 software client session 15
removing an active session from display 159
sharing (CCM appliances) 155
Side navigation bar 22
Site groups 187
SNMP 133, 296, 332
Sorting 24
Spoke servers
about 2
adding 68
certificate management 60
certificates 57
changing network properties 69
deleting 70
displaying 68
licenses 50
managing 67
promoting to hub servers 70
properties 55
registering hub server as spoke server 69
replication 71
updating hub server certificate on spoke server 61
updating spoke server certificate on hub server 60
SSH

enabling server for data logging and SSH
Passthrough 169

specifying a user SSH key in profile 36
specifying user SSH key in user account 207
Telnet Viewer 261

SSH Passthrough sessions 177
port sharing 178
read/write access 183
SP commands 184
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SSL 57 Tasks
Synchronization 114, 115 about 289, 291
automatic name pull 117 adding 292
automatic name push 116 changing 306
automatic topology 121 deleting 306
manual name pull 119 displaying results 305
manual name push 118 running manually 305
resynchronizing 286 scheduling 292
topology 120 TCP ports 326
topology options in Add Unit Wizard 121 Technical support 325
topology options in Resync Wizard 122 Telnet
choosing serial session application 35
T third party applications 35
TACACS+ external authentication service 88 Viewer 259
adding groups 217 See also Telnet Viewer
Target devices Telnet Viewer
access rights 130 about 259
access rights to a local account 142 closing a session 275
accessing 22, 100 controlling power of devices attached to power
adding 114 devices 275
adding a connection 164 copying session data 273
adding units with default names 109, 113 customizing preferences for all sessions 262
attaching from a topology view 97 customizing session properties 263
controlling power through power devices 151 logging 271
default names 120, 122 login scripts 266
deleting a connection 165 macros 267
deleting devices with no connections 120, 122 opening a session 262
device settings 114 printing session data 273
displaying 135 reviewing session data 267
displaying connections 164 SSH2 client 261
merging 123, 279 Terminal emulation 343
merging duplicate names 109, 113 Terminal Services 135
names 114, 115 Thumbnail Viewer. See View Viewer - Scan mode
network properties 128 Topology
services 135 exporting report 277
settings 135 synchronization 120

Unit Overview information 133 update topology task 304
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view 96

U

UDP ports 326

Unit groups
about 193
adding 197
changing access rights 199
changing membership 198
changing the name 198
deleting 197

displaying group information 196

displaying group names 195
Units

access rights 129

accessing 100

adding 105, 107

connections 162

contact properties 126, 127

custom fields 127

deleting 114

exporting 277

grouping 187

grouping by custom fields 189

grouping by department 187

grouping by location 187

grouping by sites 187

grouping by unit group 193

hiding 98

identity properties 126

location properties 126

managed appliance settings 132

merging cascade switches 124

merging target devices 123

migrating DSView 2.x units 299

multiple unit operations 102

names 114, 115

note properties 127, 128
overview properties 125
properties 125

showing 98

splitting cascade switches 124
status 100

status polling 64
synchronization 114, 115
topology view 96

unit groups 193

Unit Overview windows 104
Units View windows 95

User accounts

about displays 201

access rights 211

adding 203

changing address 210

changing expiration 208
changing password 208
changing preemption level 209
changing restrictions 208
changing user certificate 35, 207
changing user group membership 209
changing username 206

deleting 205

properties 206

resetting password 206

setting the lockout policy for internal
authentication service users 75

specifying user SSH key 207

unlocking 205

validating on external authentication server 303
See also User groups

User groups

about 215
access rights 220
adding user-defined 216
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built-in 37

changing members 219

changing properties 219

deleting user-defined 218

naming in external authentication services 216
User options in client sessions 33

\Y,

Video noise compensation 155
Video Viewer
about 223
capturing a display 243
closing a session 228
connecting to an existing session 226
displaying users 243
KVM session profiles 228
manual video adjustment 240
menu commands 236
opening a KVM session 225

power controlling devices attached to power
devices 252

scan mode 244
session properties 227
session time-out 228
Virtual media
about 252
access mode 156
changing session settings 156
closing a session 256

launching a session 254
locking to KVVM session 156
mapping drives 254
requirements 252
session settings 254
sharing and preemption 253
VNC 135
VPN 48

W

Windows NT external authentication service 80

Wizards
Add Appliance 108, 110, 112
Add Local User Account 141
Add Target Device 114
Add Target Device Connection 164
Add Task 292
Add Unit 113, 114
adding units 108
Attach Device 97
DSView Server Configuration 14
Importing Data 283
Power Management 148
Register Spoke Server 69
topology synchronization options 121, 122
Update DSView Server Certificate 59

X
X.509. See Certificates
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